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A PCGI-GOMPLIANT AGENT IS A SYSTEM
BOUNDARY, NOT A PERSONALITY

An Al agent does not become PCIl compliant because it speaks politely, invokes a
payment tool, or never prints a full account number in the transcript. The
assessable object is the exact service architecture that captures, routes,
influences, logs, and returns the payment result.

PRACTITIONER POSITION

My practitioner position is that the phrase PCl-compliant agent is useful only after it is decomposed into
bounded services, data flows, responsibilities, and evidence. Start with at least four planes: the conversation
plane, where the model reasons and chooses an action; the secure capture plane, where the customer
supplies account data; the processor plane, where authorization or payment activity occurs; and the
return-data plane, where status, tokens, last four digits, receipts, errors, and tool results re-enter the
customer experience. Then add every fallback: transcript storage, observability, support access, recordings,
debugging, retries, prompt or tool injection, human handoff, and failure recovery. A design that removes the
model from the account-data path and sends card data directly to a payment processor may materially
reduce exposure. It does not make the remaining architecture, integration, TPSP management, or customer
configuration disappear. The provider's exact attested service, the merchant's validation method, the
deployed implementation, and the responsibility allocation still have to tell the same story. Compliance is not
an adjective inherited by a personality. It is a conclusion about a defined assessment subject for a defined
period.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE

A conversational agent helps a customer update a subscription. When payment begins, the provider says its
secure mode removes the Al from the exchange, captures payment details through a dedicated interface,
sends them directly to a processor, and returns only limited status information. That can be a strong
architectural pattern. But the assessed entity records one inventory item named Al agent and one scope
note reading vendor is PCIl compliant. Nobody has matched the exact purchased service to an AOC,
identified whether the provider acts as a TPSP for the relevant activity, mapped processor and provider
responsibilities, tested the production fallback path, inspected what reaches transcripts and logs, or
confirmed what happens when secure capture fails. The architecture may be good. The claim is still
under-specified.
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SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP

- PCI compliant is attached to the agent brand rather than an exact legal entity, service, region, version,
deployment pattern, period, standard, and evidence artifact.

- The data-flow diagram shows User -> Agent -> Processor but does not separate conversation, secure
capture, processing, and return-data planes.

- The team can explain the happy path but not retries, errors, fallback forms, recordings, transcript exports,
support access, human handoff, debugging, or model-tool failure.

- The model is said to never see card data, yet nobody has tested prompts, tool arguments, network requests,
logs, traces, screenshots, recordings, memory, or downstream analytics.

- An AOC is on file, but the service used, functions covered, responsibility matrix, customer configuration
duties, and implementation constraints have not been reconciled.

- A processor token or last-four result returns to the agent, but the return-data contract and every consumer
are absent from the inventory and retention model.

- The agent can choose amount, merchant account, customer, currency, refund, destination, or payment
action, but its influence over the transaction is excluded because it does not receive PAN.

- The architecture can silently fall back from secure capture to ordinary chat, a generic web form, a human
channel, or a recorded call without reopening the scope conclusion.

WHY IT MATTERS

THE GOST OF LEAVING IT UNEXPLAINED

Name the assessment subjects. Record the merchant or service provider, conversational service, secure
capture component, processor, payment integration, model and tool runtime, transcript and recording
stores, observability services, administrators, and customer-controlled configuration. One product name
cannot carry every conclusion.

Draw four explicit planes. Show where the model participates, where account data originates, which
component captures it, where it is transmitted, what the processor receives, what comes back, and what the
agent can see or influence. Label every trust boundary, protocol, token, redirect, embedded frame, keypad
path, and human transition.

Treat provider claims as leads to evidence. Obtain the current AOC when applicable, identify the exact
service and functions covered, obtain the responsibility matrix or equivalent allocation, confirm listing claims
where relevant, and reconcile all dates, entities, regions, dependencies, exclusions, and customer duties
with the deployed service.

Test negative paths, not just the demonstration. Attempt to place account data in ordinary chat; exercise
error messages, cancellation, retries, timeouts, agent escalation, transcript export, log search, support
tooling, recordings, screenshots, analytics, and degraded processor behavior. A boundary that exists only
on the happy path is not a boundary yet.
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Map transaction influence separately from data possession. An agent may avoid account data while still
selecting a payment action, amount, customer, merchant account, refund, or destination. Determine which
controls constrain authorization, tool choice, parameters, server-side validation, replay, fraud, and
unauthorized action.

Document the return-data contract. Inventory every field returned by the processor or secure capture
service, its classification, recipient, storage, display, logging, retention, access, and downstream reuse.
Limited return data is a design choice that must remain limited in production.

Preserve customer obligations. Manage the provider relationship, maintain written agreements and
responsibility understanding, confirm service status at least as required, secure customer-controlled
integrations and credentials, operate the remaining controls, and validate through the method directed by
the compliance-accepting entity.

Attach change triggers to the conclusion. A new channel, model, tool, processor, payment method, logging
feature, recording behavior, support workflow, fallback, region, provider scope statement, or customer
configuration should reopen only the claims it can affect.

QUESTIONS

QUESTIONS THAT EXPOSE THE WACK

01 What exact component first receives account data, and can the model, orchestration layer, transcript,
recorder, or observer receive it under any path?

02 Which legal entity and exact service does the provider evidence cover, for what assessment period,
functions, regions, dependencies, and responsibility allocation?

03 What can the agent decide or influence about the payment even when it cannot read PAN?

04 Which fields return from secure capture or the processor, and where are they displayed, logged, retained,
exported, or reused?

05 What happens when a customer types account data into ordinary chat, speaks it before secure mode, or
follows an error or fallback path?

06 How are tool invocation, amount, customer, merchant account, currency, refund, destination, authentication,
replay, and authorization constrained outside the model?

07 Which PCI DSS responsibilities remain with the assessed entity, and which evidence proves each
provider-performed responsibility for this exact service?

08 Which production tests prove the boundary continues to work after changes to channels, tools, prompts,
logging, models, providers, or configuration?

THE CLUSTER OF WACK

FIND / MAP / EXPLAIN / REDUCE / PROVE
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01/FIND

Inventory every service, channel, model, tool, credential, processor, secure capture component, data store,
administrator, and fallback involved from payment intent through final disposition.

02/ MAP

Build an Agentic Payment Boundary and Transcript Control Map with separate conversation, capture,
processor, and return-data planes plus every error, logging, support, recording, and human-handoff path.

03 / EXPLAIN

State the provider claim, exact evidence, customer implementation facts, retained responsibilities, validation
method, uncertainty, and named authority for each conclusion. Keep provider marketing, PCl SSC source
material, assessed-entity representation, and practitioner judgment distinguishable.

04 / REDUCE

Keep account data out of the model and ordinary conversation path; minimize returned fields, transaction
authority, credentials, logs, recordings, support exposure, fallback behavior, retention, and administrative
access.

09 / PROVE

Exercise the production boundary across normal and negative paths. Trace what every component
receives, verify server-side transaction constraints, inspect logs and transcripts, test fallback behavior, and
bind the result to current provider evidence and customer configuration.

THE FIELD LAW

THE LINE WORTH REMEMBERING

AMODEL CAN LEAVE THE CARD-DATA PATH. THE PAYMENT SYSTEM CANNOT
LEAVE THE ASSESSMENT STORY.

Download the Agentic Payment Boundary and Transcript Control Map. Put one real payment journey
through all four planes, then add the failure, fallback, logging, support, and human paths that the polished
demonstration forgot.

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL

These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.
- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source
- WACK-SOURCE-0002 / How is an entity's PCI DSS compliance impacted by using TPSPs? / PCI Security Standards Council / Open source
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https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://www.pcisecuritystandards.org/faqs/1312/

- WACK-SOURCE-0016 / FAQ 1588: SAQ A eligibility criteria for scripts / PCI Security Standards Council / Open source

- WACK-SOURCE-0023 / FAQ 1065: What is a TPSP expected to provide to customers as evidence of PCl DSS compliance? / PCI Security
Standards Council / Open source

- WACK-SOURCE-0072 / Introducing payments for Sierra Agents / Sierra / Open source

AUTHORITY CLASSIFICATION / PCI_SSC_SOURCE / ASSESSOR_JUDGMENT / PRACTITIONER_POSITION / PRACTITIONER_METHOD /
AI_ASSISTED

Practitioner reviewed by Scott Norton on 2026-09-09 against canonical digest

6035475cc949eec0c2c0c68cafb2ac6b4 1feb7b21dc209044b36¢7fb6b555058. Educational content, not a compliance determination.
Independent practitioner resource; not affiliated with or endorsed by PCI SSC. Authorship and authority classification do not determine legal
intellectual-property ownership.
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https://www.pcisecuritystandards.org/faqs/1588/
https://www.pcisecuritystandards.org/faqs/1065/
https://sierra.ai/blog/payments

