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THE CLUSTER OF WACK

FIELD MANUAL / WACK-CONTENT-0159 / PRACTITIONER REVIEWED

A VULNERABILITY SCAN, A PENETRATION
TEST, AND AN ASSESSMENT ARE
DIFFERENT JOBS
All three may inspect a system. They ask different questions, use different
methods, cover different populations, and produce different kinds of conclusions.

PRACTITIONER POSITION

Students should compare security activities by objective, subject, population, method, timing, authorization,
evidence, and conclusion. A vulnerability scan identifies potential weaknesses using its defined method. A
penetration test evaluates exploitable paths against a methodology and scope. A PCI DSS assessment
evaluates evidence against applicable requirements and reporting expectations. One output does not
silently become another.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE
A fictional team points to a clean vulnerability report as proof that its payment application passed a
penetration test and is PCI compliant. The report covers selected hosts at one time, omits application logic,
contains no exploitation methodology, and was never intended to support either broader conclusion.

SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP
- Tool output is named instead of the question being answered.

- Population and exclusions are absent.

- Authorization and rules of engagement are treated as paperwork.

- A clean result becomes a universal security or compliance conclusion.

WHY IT MATTERS

THE COST OF LEAVING IT UNEXPLAINED
Create a comparison row for objective, target, population, method, authority, frequency, evidence, findings,
retest, and conclusion.

Read the methodology before the activity, not only the final report afterward.

Keep safe classroom exercises passive and fictional unless a controlled lab explicitly authorizes testing.
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State what each result cannot establish.

QUESTIONS

QUESTIONS THAT EXPOSE THE WACK
01 What question is this activity designed to answer?

02 What population was actually covered?

03 Which method and authorization governed it?

04 What conclusion would overreach the result?

THE CLUSTER OF WACK

FIND / MAP / EXPLAIN / REDUCE / PROVE

ESCAPE THE WACK
01 / FIND
Collect the fictional activity scope, method, authorization, target list, and outputs.

02 / MAP
Join each activity to its objective, population, finding, remediation, and retest.

03 / EXPLAIN
Contrast scan, penetration-test, control-test, and assessment conclusions.

04 / REDUCE
Remove ambiguous labels and unsupported equivalence.

05 / PROVE
Produce an Assurance Activity Comparison with explicit non-claims.

THE FIELD LAW

THE LINE WORTH REMEMBERING

SIMILAR-LOOKING REPORTS DO NOT ANSWER INTERCHANGEABLE
QUESTIONS.
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Use the Assurance Activity Comparison before calling any report proof of compliance.

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL
These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.

- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source

- WACK-SOURCE-0106 / Payment Card Industry Data Security Standard / PCI Security Standards Council / Open source

AUTHORITY CLASSIFICATION / PCI_SSC_SOURCE / PRACTITIONER_POSITION / PRACTITIONER_METHOD / AI_ASSISTED
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practitioner resource; not affiliated with or endorsed by PCI SSC. Authorship and authority classification do not determine legal
intellectual-property ownership.

https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://www.pcisecuritystandards.org/standards/pci-dss/

