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BUILD A DEFENSIBLE PCI DSS SCOPE
STORY

A scope inventory is a list. A defensible scope story explains why every important
system is on the list-or why it is not.

PRACTITIONER POSITION

A defensible scope story connects account-data flows, system connectivity, administrative influence,
security dependencies, segmentation controls, third-party services, and testing populations into one
coherent explanation that can be challenged and updated.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE

The official inventory lists the payment application, database, and several network devices. The
access-control narrative depends on an enterprise identity platform. Deployment uses a shared automation
service. Logs flow to a central platform. A vendor tunnel crosses a segmented boundary. None of those
supporting systems appears in the inventory because the inventory was built by searching for stored
cardholder data.

SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP

- Scope is justified primarily by where account data is stored.

- Administrative, authentication, monitoring, deployment, or security-control dependencies are documented
elsewhere-or nowhere.

- Segmentation is represented as a boundary without the paths and controls that maintain it.
- Supporting systems appear in control narratives but not in the scope rationale.
- The assessment population cannot be reconciled with the system inventory and diagrams.

WHY IT MATTERS

THE COST OF LEAVING IT UNEXPLAINED

The exact scope conclusion remains fact-specific. The practical failure is internal contradiction: one model
explains data, another explains administration, and a third drives evidence collection. When those models
disagree, exclusions become difficult to defend and testing populations lose context.
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A scope story is durable when each conclusion points to current facts, an owner, and a verification method.
It should survive a new assessor, a platform migration, and the departure of the person who remembers why
the boundary was drawn.

QUESTIONS

QUESTIONS THAT EXPOSE THE WACK

01 Where does account data enter, move, rest, transform, and leave the environment?

02 Which systems connect to or can affect the security of the CDE, including through administrative and
control-plane paths?

03 What controls support every segmentation claim, and how is their effectiveness verified?

04 Do the diagrams, inventories, narratives, TPSP records, and evidence populations describe the same
boundary?

THE CLUSTER OF WACK
FIND / MAP / EXPLAIN / REDUCE / PROVE

ESCAPE THE WACK

01/FIND

Collect every artifact that makes or implies a scope claim, including diagrams, inventories, narratives, rules,
service lists, and evidence populations.

02/ MAP

Trace data, connectivity, administration, identity, deployment, logging, and security-control dependencies
across trust boundaries.

03 / EXPLAIN

Write a fact-based rationale for inclusion, exclusion, and segmentation without relying on labels alone.

04 / REDUCE

Remove unnecessary paths and shared dependencies that make a narrow boundary difficult to maintain.

05/ PROVE

Tie each material scope conclusion to current configuration evidence, testing, ownership, and a review date.

THECLUSTEROFWACK.COM / FIELD MANUAL / SCREEN EDITION



THE FIELD LAW

THE LINE WORTH REMEMBERING

OUT OF SCOPE IS A CONCLUSION SUPPORTED BY ARCHITECTURE-NOTA
PROPERTY ASSIGNED IN A SPREADSHEET.

What system is missing from your scope inventory but essential to your control story?

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL

These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.
- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source
- WACK-SOURCE-0003 / Is sampling allowed in PCI DSS v4.x? / PCI Security Standards Council / Open source

AUTHORITY CLASSIFICATION / PCI_SSC_SOURCE / PRACTITIONER_POSITION / PRACTITIONER_METHOD / Al_ASSISTED
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https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://www.pcisecuritystandards.org/faqs/1569/

