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FIELD MANUAL / WACK-CONTENT-0117 / PRACTITIONER REVIEWED

DO YOU UNDERSTAND YOUR PENETRATION
TESTING METHODOLOGY?
A penetration-test report proves that somebody tested something. Your
methodology must explain why those targets, positions, layers, techniques,
exclusions, dates, and retests were capable of testing the PCI claim you made.

PRACTITIONER POSITION

My practitioner position is that a PCI penetration-testing methodology is an operating specification, not a
vendor proposal, annual calendar entry, target spreadsheet, scanner export, or final report template. The
entity should be able to explain how the methodology is defined, documented, implemented, and kept
aligned with the current CDE, critical systems, internal and external boundaries, application and network
layers, segmentation controls, meaningful threats and vulnerabilities, significant changes, remediation, and
retesting. The penetration tester may contribute deep technical method and engagement-specific judgment.
The assessor evaluates whether the applicable PCI DSS requirements were met and whether the evidence
supports the assessment conclusion. Those are connected responsibilities, not interchangeable signatures.
A useful methodology tells a reviewer how the test universe was derived, why each testing perspective
exists, which variants and attack surfaces were exercised, how constraints and provider permissions were
handled, what evidence was retained, how exploitable findings moved through correction and retest, and
which change would require the method or test scope to reopen. If the organization cannot reconstruct that
chain without the consultant who wrote last year's report, it possesses a document, not an understood
methodology.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE
The annual penetration test is marked complete. The report contains an executive summary, several IP
addresses, an application URL, two medium findings, and a clean retest letter. The current network diagram
contains new cloud control-plane services that never appear in the rules of engagement. The application
team supplied only one low-privilege account even though administrators, support users, APIs, and service
identities follow different authorization paths. The internal test began inside the CDE, so it did not
demonstrate what a lower-trust internal user could reach on the way toward it. The segmentation section
lists firewall addresses but does not identify every segmentation method, every relevant out-of-scope origin,
or the isolation claim under test. A provider prohibited certain activity, but the limitation never reached the
assessment claim. The report may describe competent work. The entity still cannot explain whether the
work covered the environment and propositions that mattered.
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SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP
- The methodology is a paragraph copied into the annual report rather than a controlled operating record

owned by the entity.

- The target list cannot be reconciled to current payment journeys, scope records, inventories, diagrams,
public exposure, administrative paths, and significant changes.

- External, internal, application-layer, network-layer, and segmentation testing are collapsed into one
undifferentiated statement that the environment was tested.

- The rules of engagement name addresses and dates but not testing perspectives, trust boundaries,
application roles, APIs, wireless or remote-access paths, cloud control planes, or provider constraints.

- A representative subset was selected because the estate was large, but the population, variants, selection
rationale, and untested remainder are not preserved.

- Segmentation testing begins from convenient locations rather than the relevant out-of-scope networks and
methods supporting the actual scope-reduction claim.

- Findings are marked closed without binding the correction and retest to the affected asset, path, layer,
exploit condition, evidence, and original result.

- A significant change updated production but did not reopen the methodology, target population, testing
perspectives, segmentation assumptions, or assessment claim.

WHY IT MATTERS

THE COST OF LEAVING IT UNEXPLAINED
Start with the claim, not the tool. PCI DSS Requirement 11.4 establishes expectations for a defined,
documented, implemented penetration-testing methodology and for applicable internal, external,
segmentation, remediation, retesting, frequency, independence, and qualification conditions. The current
Standard controls. The PCI SSC penetration-testing information supplement provides useful depth on
pre-engagement, attack surfaces, testing phases, exploitation, post-exploitation, reporting, and
segmentation, but it expressly remains supplemental. The organization's method should map each
applicable requirement to a concrete operating rule without turning guidance examples into invented
universal requirements.

Derive the test universe from current scope evidence. Begin with payment journeys, account-data flows, the
CDE perimeter, critical systems, connected and security-impacting components, administrative and
control-plane paths, external exposure, internal trust zones, wireless and remote access where relevant,
application roles, APIs, provider services, and segmentation methods. Reconcile those objects to the
detailed inventory and diagrams using stable identifiers. Then preserve every inclusion, exclusion,
separately tested service, prohibited technique, unavailable perspective, and unresolved candidate with its
reason, owner, authority, evidence, and assessment consequence.

Separate testing dimensions that answer different questions. External and internal perspectives do not
become equivalent because they touched the same address. Application-layer and network-layer work do
not become interchangeable because one tool produced both sections. Segmentation testing is not a lighter
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duplicate of a network penetration test; it evaluates whether the controls and methods used to isolate the
CDE are operational and effective for the scope claim. Authenticated roles, unauthenticated paths, APIs,
management planes, deployment paths, identity systems, and service-to-service calls may expose distinct
attack surfaces. The methodology should state which dimension tests which proposition.

Make coverage explainable. Define the complete candidate population before selecting targets or paths.
Where a representative approach is used, preserve the population, material variants, selection logic, size
rationale, tester and assessor judgment, substitutions, limitations, and untested remainder. For
segmentation, identify all controls and methods in use and the relevant origin-to-destination perspectives
needed to evaluate isolation. Sampling language cannot rescue an unknown population or permit a unique
segmentation method, trust path, application role, or technology variant to disappear merely because testing
every instance would be inconvenient.

Treat the rules of engagement as the executable instance of the methodology. Record objectives, scope
source and effective date, targets and exclusions, test locations, credentials and roles, permitted and
prohibited activity, test windows, safety and escalation rules, data handling, provider authorization, evidence
capture, stop conditions, contacts, finding validation, remediation handoff, retest expectations, and report
deliverables. Constraints are not administrative footnotes. If a cloud provider, production-safety rule, missing
credential, unavailable network position, or business restriction prevents an applicable proposition from
being tested, preserve that limitation and route it to the assessor rather than allowing polished language to
imply complete coverage.

Preserve the evidence chain beneath the report. A reviewer should be able to traverse methodology version,
scope snapshot, rules of engagement, tester qualification and organizational independence, test case,
execution time, source position, target, technique, observation, raw supporting record, finding, affected
claim, correction, retest, residual limitation, and report conclusion. Sensitive test artifacts-including any
account data accessed during authorized testing-require appropriate protection and disposition. A clean
executive summary is not a substitute for evidence showing what was attempted, from where, against what,
and with what result.

Operate the method through time. Track the recurring test obligation and the change-triggered obligation as
distinct occurrences. Define which infrastructure, application, segmentation, identity, provider, and data-flow
changes require impact analysis and potentially additional testing. Service-provider and multi-tenant
requirements must be evaluated when applicable rather than generalized to every entity. After exploitable
vulnerabilities or security weaknesses are corrected, bind repeated testing to the original condition and
affected population. A later clean result proves the retest result; it does not silently expand the scope of the
original work or erase its limitations.

The practical test is explainability under challenge. Add a cloud administrative path, change a segmentation
rule, discover an undocumented endpoint, introduce a new application role, restrict a provider-authorized
technique, or fail one attack path. The methodology should identify the affected population, test perspective,
rules-of-engagement fields, evidence needs, retest boundary, and assessment claims that reopen. If the
only response is to order another generic annual penetration test, the organization has purchased activity
without building a penetration-testing operating system.
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QUESTIONS

QUESTIONS THAT EXPOSE THE WACK
01 Which controlled document is the entity's penetration-testing methodology, who owns it, and how is

implementation demonstrated beyond the final report?

02 How does the current test universe reconcile to payment journeys, the scope graph, detailed inventory,
network and data-flow diagrams, public exposure, administrative paths, and significant changes?

03 Which propositions are tested by the external, internal, application-layer, network-layer, and segmentation
dimensions, and where are those distinctions recorded?

04 From which trust positions must testing originate to evaluate the actual attack and segmentation claims
rather than the locations that are easiest to provide?

05 Which application roles, APIs, service identities, control planes, remote-access paths, and technology
variants create materially different attack surfaces?

06 Where representative selection is used, what is the complete population, which variants exist, why were
these targets selected, and what remains untested?

07 Which engagement constraints or provider restrictions limited testing, and how did those limitations affect
remediation, retesting, assessor evaluation, and report language?

08 Which changes reopen the methodology or test scope, and can each corrected finding be traced from
original exploit condition through repeated testing to the final claim?

THE CLUSTER OF WACK

FIND / MAP / EXPLAIN / REDUCE / PROVE

ESCAPE THE WACK
01 / FIND
Collect the controlled methodology, current scope graph, detailed inventory, diagrams, significant-change
records, prior rules of engagement, tester qualifications and independence evidence, provider permissions,
raw test records, reports, findings, remediation, retests, and assessment claims. Identify every place where
the method depends on oral history.

02 / MAP
Build a Methodology Coverage Matrix. Join every applicable requirement and testing dimension to its
proposition, complete population, material variants, source positions, targets, techniques, constraints,
evidence, owner, frequency or change trigger, and downstream claim. Give exclusions and unknowns
explicit rows.
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03 / EXPLAIN
Write the operating rationale for each dimension and selection. Distinguish the entity's defined method, the
tester's engagement-specific execution and technical judgment, the assessor's evaluation, and any
compliance-accepting-entity direction. State how older supplemental guidance informs-but does not
replace-the current Standard.

04 / REDUCE
Eliminate copied scope lists, generic annual statements, duplicated report boilerplate, unexplained target
subsets, invisible constraints, and closure-by-retest-letter. Reuse stable identifiers and make the rules of
engagement a generated, reviewable instance of the maintained methodology.

05 / PROVE
Run a methodology challenge drill. Inject one significant architecture change and one failed attack path.
Demonstrate the exact population, perspectives, test cases, evidence, remediation, retesting, limitations,
and assessment claims that reopen-and explain why unaffected work remains representative.

THE FIELD LAW

THE LINE WORTH REMEMBERING

A PENETRATION-TEST REPORT IS AN OUTCOME. THE METHODOLOGY IS THE
OPERATING ARGUMENT THAT MAKES THE OUTCOME RELEVANT.
Download the Penetration Testing Methodology Coverage Matrix. Reconstruct one test from scope
snapshot through perspectives, techniques, evidence, findings, remediation, retest, and assessment claim.
If any link depends on memory, the methodology is not yet operating.

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL
These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.

- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source

- WACK-SOURCE-0005 / PCI DSS Scoping and Segmentation Guidance for Modern Network Architectures / PCI Security Standards Council /
Open source

- WACK-SOURCE-0007 / PCI DSS Penetration Testing Guidance / PCI Security Standards Council / Open source

- WACK-SOURCE-0003 / Is sampling allowed in PCI DSS v4.x? / PCI Security Standards Council / Open source

AUTHORITY CLASSIFICATION / PCI_SSC_SOURCE / ASSESSOR_JUDGMENT / PRACTITIONER_POSITION / PRACTITIONER_METHOD /
AI_ASSISTED

Practitioner reviewed by Scott Norton on 2026-09-09 against canonical digest
f1a0720e46453b3e7d4b69839c09d8c8288a11f2131a9479bd213204d37bcb3a. Educational content, not a compliance determination.
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https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://blog.pcisecuritystandards.org/new-information-supplement-pci-dss-scoping-and-segmentation-guidance-for-modern-network-architectures
https://www.pcisecuritystandards.org/documents/Penetration-Testing-Guidance-v1_1.pdf
https://www.pcisecuritystandards.org/faqs/1569/

