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OPERATE THE PCI CLOCK THE TOOL
CANNOT SEE

A green task completed on the wrong day is still a missed obligation. PCI time is
not a collection of annual reminders; it is a set of evidence-bearing intervals that
keep moving whether the assessment workspace is open or not.

PRACTITIONER POSITION

My practitioner position is that assessed entities often misunderstand time-based PCI DSS obligations
because three different clocks are collapsed into one: the control-performance clock, the evidence-retention
clock, and the assessment clock. A GRC platform can make that worse when it represents a recurring
requirement as a checkbox with a due date but cannot preserve the population, performance window,
remediation, exceptions, change-triggered work, and evidence for each occurrence. The tool is not the
cause in every case, and many platforms can be configured well. The failure occurs when a workflow status
is treated as proof that the underlying activity happened completely and on time. PCI SSC guidance is
particularly unforgiving about chronology: defined-frequency activities cannot simply be performed later and
backdated into a missed period. The operating model must therefore make every interval visible before it
expires, not reconstruct it when the assessor asks.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE

An entity begins assessment readiness in January. Its GRC dashboard shows the external scan control
green because a passing scan report was uploaded during the prior calendar quarter. The operator believes
the next scan is due at the end of the current quarter. The actual prior scan was completed early in its
three-month window, the remediation cycle extended beyond the expected date, and a significant
infrastructure change occurred in between. Elsewhere, a six-month review was marked complete because
its ticket closed, but the reviewed rule population cannot be reproduced. Annual scope confirmation is
scheduled from the last assessment date rather than the entity's governed operating cadence. Nothing looks
neglected on the dashboard. The chronology, populations, and triggers tell a different story.

SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP

- Every recurring control has one annual due date even when the underlying requirement operates daily,
weekly, monthly, every three months, every six months, annually, after change, or at an entity-defined
frequency.

- The platform rolls a late occurrence into the current period without retaining the missed interval as an explicit
exception.
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- A completion status proves that a ticket closed but not what population was covered, what exceptions
existed, or whether remediation finished within the required window.

- Quarterly is interpreted as any once-per-calendar-quarter date rather than the applicable
at-least-once-every-three-month cadence.

- Change-triggered scans, testing, reviews, or scope updates have no relationship to the change records that
should initiate them.

- Targeted risk analysis frequencies are stored as prose but do not drive scheduling, ownership, evidence
expectations, or reassessment.

- The assessment team discovers missing periods by sorting uploaded filenames instead of reading an
occurrence ledger.

- The organization assumes the annual assessment can repair a control occurrence that never happened on
time.

WHY IT MATTERS

THE GOST OF LEAVING IT UNEXPLAINED

A recurring requirement is not one reusable control record. It is a series of bounded claims: the activity
occurred during this interval, for this population, with this method, by this owner; exceptions were handled;
and the retained evidence is sufficient to test that occurrence. When the record is flattened into a single
green state, the organization loses the difference between current implementation and historical
performance.

Timing failures can be operationally irreversible. A later scan, review, or patch may improve the current
security state, but it does not manufacture the missing occurrence. PClI SSC FAQ 1572 explains that a
periodic control cannot be performed retroactively or rescued merely by choosing a compensating control.
Corrective action and later successful performance may affect how an assessor evaluates current
implementation, but the history must remain honest.

The solution is not more reminders. It is a PCI time model that distinguishes fixed frequencies, entity-defined
frequencies supported by targeted risk analysis, change-driven triggers, remediation clocks, evidence
availability, and initial-assessment treatment. The platform should emit upcoming, due, late, missed,
remediated, and reopened states from occurrence facts rather than from a manually colored control row.

QUESTIONS

QUESTIONS THAT EXPOSE THE WACK

01 What are the exact fixed, risk-defined, event-driven, and remediation timeframes that apply to this
environment?

02 For each timeframe, what starts the clock, what completes the obligation, and what evidence proves both
timing and population?

03 Can the system show every required occurrence and missed interval without overwriting history when a later
occurrence succeeds?
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04 Which infrastructure, application, provider, or scope changes should initiate additional work outside the
normal cadence?

05 Where does a targeted risk analysis set frequency, and does the resulting decision actually drive the
operating schedule?

06 Which first-assessment accommodations are fact-specific, and what continuing procedures must exist after
the initial assessment?

THE CLUSTER OF WACK
FIND / MAP / EXPLAIN / REDUCE / PROVE

ESCAPE THE WACK

01/FIND

Inventory every applicable PCI activity with a fixed, entity-defined, event-driven, or remediation timeframe.
Record the authoritative source and distinguish the assessment date from the control-performance cadence.

02/ MAP

Create one occurrence series per activity. Join each occurrence to its start condition, due boundary,
population, owner, evidence contract, remediation work, exceptions, and any change event that creates
additional work.

03 / EXPLAIN

Define what on time, complete, late, missed, remediated, and reopened mean for each activity. Preserve
initial-assessment and targeted-risk-analysis logic as explicit, reviewable decisions rather than calendar
folklore.

04 / REDUCE

Remove duplicate reminders and shadow calendars only after one authoritative schedule can generate
work, warn before deadlines, retain missed intervals, and reconcile with the GRC platform and source
systems.

05/ PROVE

Select one three-month, one six-month, one annual, and one change-triggered obligation. Trace every
required occurrence through date, population, performance, result, exception, remediation, evidence,
reviewer, and assessment use.
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THE FIELD LAW

THE LINE WORTH REMEMBERING

A GREEN CONTROL CANNOT TRAVEL BACKWARD IN TIME.

Build a twelve-month PCI occurrence ledger before the next evidence request. If the ledger cannot show
each interval, population, change trigger, and missed occurrence without reading filenames, the dashboard
is reporting confidence the operating model has not earned.

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL

These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.

- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source

- WACK-SOURCE-0031 / FAQ 1572: Periodic controls cannot be completed retroactively / PCl Security Standards Council / Open source
- WACK-SOURCE-0032 / FAQ 1485: Meaning of an initial PCl DSS assessment / PCI Security Standards Council / Open source

- WACK-SOURCE-0033 / FAQ 1087: Quarterly vulnerability scanning timeframes / PCI Security Standards Council / Open source

- WACK-SOURCE-0034 / Best Practices for Maintaining PCI DSS Compliance / PCI Security Standards Council / Open source

AUTHORITY CLASSIFICATION / PCI_SSC_SOURCE / PRACTITIONER_POSITION / PRACTITIONER_METHOD / Al_ASSISTED
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https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://www.pcisecuritystandards.org/faqs/1572/
https://www.pcisecuritystandards.org/faqs/1485/
https://www.pcisecuritystandards.org/faqs/1087/
https://listings.pcisecuritystandards.org/documents/PCI_DSS_V2.0_Best_Practices_for_Maintaining_PCI_DSS_Compliance.pdf

