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THE FIRST HOUR AFTER A SUSPECTED
PAYMENT INGIDENT

The first hour is the wrong time to discover that nobody knows the acquirer contact,
provider escalation path, evidence-preservation instruction, or decision owner.

PRACTITIONER POSITION

A Chamber member needs a prepared contact and authority map more than a generic emergency checklist.
A suspected payment incident can create contractual, legal, forensic, insurance, operational, customer, and
compliance-program obligations that vary by facts and relationship. This guide does not direct containment,
notification, forensic investigation, or legal response. It asks the business to prepare the approved plan,
internal authority, acquirer and provider contacts, professional responders, evidence-preservation direction,
and communication rules before an event.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE

A point-of-sale device behaves unexpectedly during a busy afternoon. One employee powers it off, another
resets the router, a manager posts a photo in a group chat, the IT provider begins remote work, and the
owner searches a merchant statement for a support number. Each action may feel reasonable. None follows
an agreed incident authority or evidence-preservation path.

SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP

- The acquirer, processor, insurer, legal, and incident-response contacts are not assembled.
- Employees improvise containment, resets, screenshots, and communication.
- No one knows who can authorize service interruption or customer messaging.

- Provider, device, network, log, and chronology evidence can be overwritten before professional direction
arrives.

WHY IT MATTERS

THE COST OF LEAVING IT UNEXPLAINED

Prepare one contact sheet naming the internal decision owner, acquirer or merchant bank, payment
providers, managed IT, incident-response service, legal counsel, insurer, forensic contacts, and backup
routes. Verify it periodically.
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Document who may declare an incident, interrupt payment service, contact outside parties, preserve
devices and records, approve communications, and coordinate business continuity. Do not leave authority
inside one unavailable person's phone.

Use the organization's approved incident plan and professional instructions for containment, evidence
preservation, investigation, notification, and recovery. A public article cannot safely replace fact-specific
direction.

After the event, reconcile affected payment journeys, access, providers, inventories, recurring obligations,
evidence, decisions, corrective work, and reopening triggers without erasing the original chronology.

QUESTIONS

QUESTIONS THAT EXPOSE THE WACK

01 Who is authorized to make the first operational and communication decisions?
02 Where are the current acquirer, provider, legal, insurer, and response contacts?
03 Which approved instruction governs evidence preservation and containment?

04 How will the organization preserve an exact timeline of observations, actions, and authorities?

THE CLUSTER OF WACK

FIND / MAP / EXPLAIN / REDUCE / PROVE

ESCAPE THE WACK

01/FIND

Assemble the approved incident plan, contracts, contact paths, authority assignments, payment inventory,
and professional instructions.

02/ MAP

Connect each payment journey and provider to escalation, continuity, evidence, notification, and recovery
owners.

03 / EXPLAIN

State what employees should report, who decides next action, and which decisions require professional or
program direction.

04 / REDUCE

Eliminate stale contacts, unapproved improvisation paths, single-person dependencies, and unclear
provider escalation.
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05/ PROVE

Test contact reachability and tabletop the authority path; retain the exercise, lessons, changes, and next
verification date.

THE FIELD LAW

THE LINE WORTH REMEMBERING

PREPARATION DECIDES WHO ACTS. PANIC MERELY DECIDES WHO ACTS
FIRST.

Complete the Incident Contact Sheet, verify every route, and tabletop one fictional payment disruption with
the people who would actually answer the phone.

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL

These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.
- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source

- WACK-SOURCE-0100 / Data Security Essentials for Small Merchants: Guide to Safe Payments, Version 3.0 / PCI Security Standards Council
/ Open source

AUTHORITY CLASSIFICATION / PCI_SSC_SOURCE / PRACTITIONER_POSITION / PRACTITIONER_METHOD / Al_ASSISTED

Practitioner reviewed by Scott Norton on 2026-09-15 against canonical digest
42887a29484ba55b7e1befcc703cb3eded4eaef4ded28436e9d5ca62a32128c6a. Educational content, not a compliance determination.
Independent practitioner resource; not affiliated with or endorsed by PCI SSC. Authorship and authority classification do not determine legal
intellectual-property ownership.
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https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://www.pcisecuritystandards.org/wp-content/uploads/2022/05/Small_Merchant_Guide_to_Safe_Payments.pdf

