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THE CLUSTER OF WACK

FIELD MANUAL / WACK-CONTENT-0110 / PRACTITIONER REVIEWED

THE SAFE CALL AND THE CALLABLE TRACK
The application uses the special call that withholds track data. The reader can still
answer the ordinary call that returns it. Which interface did the control actually
remove?

PRACTITIONER POSITION

My practitioner position is that a specially constrained card-reader call can be part of a compliant
implementation, but the call name is not the control and non-use of the ordinary interface is not equivalent to
making it unavailable. The assessment must establish what account data each command can cause the
device to collect, retain, return, encrypt, truncate, tokenize, or expose; when that happens relative to
authorization; which identities, applications, maintenance paths, modes, and configurations can invoke it;
and whether the deployed firmware and software remain within any PTS, SRED, Secure Software, or P2PE
claim being relied upon. PCI DSS does not create a universal source-code rule that every unused standard
call must be deleted. It does require the implemented environment to protect account data and prohibits
retention of sensitive authentication data after authorization. If the ordinary call remains reachable and can
return full track data or its chip equivalent, the entity should treat that as a real data and attack path, not as
documentation trivia. The strongest design removes the capability. A potentially acceptable design makes it
technically unavailable to unauthorized or unintended callers through an enforced, tested, change-controlled
boundary. A design that merely promises the production application will never call it has not yet shown that
the unsafe path is controlled.

THE FIELD PATTERN

WHAT THIS LOOKS LIKE IN PRACTICE
A merchant integrates a generic card reader using custom firmware. The approved transaction flow invokes
a special command that returns only a bounded value needed by the payment application. The vendor
demonstrates that full track data is unavailable through that command. During assessment, an engineer
mentions that the reader's ordinary SDK command still returns normal track output. The production code
does not call it, but the driver, interface, maintenance account, configuration flag, and callable function
remain present. The team points to a unit test of the special command and concludes that track data is
blocked. The assessor now has at least four different questions: what the device can do, what the deployed
application can invoke, what a compromised or alternate application can invoke, and whether the custom
firmware and configuration still match any external approval or solution listing being claimed. One successful
safe-path test cannot answer all four.
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SIGNALS DETECTED

WHAT SHOULD MAKE YOU STOP
- The control description says 'track data is blocked,' but the evidence tests only one special method while a

standard method remains callable.

- The team uses 'not called by our application' and 'cannot be called in this deployment' as if they were the
same technical condition.

- The device output is described generically as 'tokenized' or 'masked' without a field-level map of PAN,
expiry, service code, discretionary data, track equivalent, cryptogram, and other returned elements.

- Nobody has drawn the authorization moment, device-buffer lifecycle, host-memory lifecycle, logs, crash
artifacts, retries, queues, and error paths on the same transaction timeline.

- A PTS-approved device is cited without matching model, hardware version, firmware version, approval
modules, security policy, expiry, deployment configuration, and installed applications.

- SRED capability is treated as proof that SRED is enabled and correctly used in this implementation.

- A custom firmware build is assumed to inherit the original device approval without evidence that the change
is covered by the evaluated version or an appropriate vendor and laboratory process.

- The test account cannot call the ordinary interface, but a maintenance tool, local administrator, alternate
application, terminal-management system, or update channel can.

- The safe call is verified only in the happy path; fallback mode, offline mode, diagnostics, retries, firmware
rollback, and recovery behavior are untested.

- The scope narrative claims that downstream systems never receive track data, but no negative test or
telemetry demonstrates that claim across releases and device populations.

WHY IT MATTERS

THE COST OF LEAVING IT UNEXPLAINED
Separate four claims before deciding compliance. First, the data claim: which exact fields exist at every
boundary? Second, the capability claim: which commands and modes can expose them? Third, the
authorization claim: who or what can invoke those capabilities? Fourth, the assurance claim: which device,
firmware, application, and solution approvals actually cover the deployed combination? A special method
can satisfy one narrow data-use objective without proving the other three claims.

Full track data and the track equivalent on a chip are sensitive authentication data. PCI SSC states that
sensitive authentication data must not be stored after authorization, even if encrypted and even when PAN
is absent. Before authorization, the transaction may need to process sensitive data; that does not make
every surrounding interface, buffer, log, dump, retry, or support path necessary. The assessment should
follow the data through time and prove automatic clearing, prohibited-storage detection, and failure
behavior-not infer those facts from a successful authorization.

A callable ordinary interface changes the threat and scope story. If deployed software, a privileged user, a
terminal-management service, an alternate application, or compromised code can invoke it, the device and
interfacing environment retain a path to the more sensitive output. The entity may still be able to meet PCI
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DSS by bringing that path and its systems under appropriate controls and proving no prohibited storage.
What it should not claim is that the special call has technically eliminated the capability or that systems
reachable through the ordinary path are irrelevant.

Removal is the cleanest answer, but removal can mean more than deleting an API symbol. A defensible
enforced boundary might use vendor-controlled signed firmware, an authenticated security mode, an
immutable configuration, application separation, least privilege, authenticated command access, allow-listed
output, and monitoring that detects drift. The strength depends on who can reverse it, how it fails, whether it
survives upgrades and rollback, and whether testing covers alternate paths. A configuration switch
controlled by the same compromised application it is meant to constrain is a weak boundary.

Device approval and merchant compliance are related but distinct. PCI SSC says payment terminals must
be assessed in their actual implementation; a PTS approval does not itself guarantee PCI DSS compliance
or scope reduction. SRED may be optional and application-controlled. Custom firmware or additional
software may change the applicable assurance story, and a PCI-listed P2PE claim depends on the validated
solution and its implementation-not simply on owning a capable reader. The assessor should verify the
exact listing, versions, modules, security policy, application set, terminal-management path, key and
configuration responsibilities, and implementation instructions before relying on any label.

The practical decision is therefore conditional. The standard call does not necessarily have to disappear
from every development artifact, SDK, or upstream codebase. In the assessed deployment, however, the
entity needs evidence that the unsafe behavior is either absent, technically inaccessible except within a
justified and controlled process, or fully included in the PCI DSS control and testing boundary. If the
compliance claim depends on 'the reader cannot release full track data,' then an ordinary reachable call that
does exactly that defeats the claim until the path is removed or robustly constrained. Unused is an
observation. Unavailable is a control claim.

QUESTIONS

QUESTIONS THAT EXPOSE THE WACK
01 What exact bytes or semantic fields can each reader command return in magnetic-stripe, contact-chip,

contactless, fallback, offline, diagnostic, retry, and error modes?

02 Which returned elements are cardholder data, sensitive authentication data, encrypted account data,
tokens, or non-account metadata-and who made that classification?

03 At what event is authorization considered complete, and where can device buffers, host memory, files, logs,
traces, crash dumps, queues, support bundles, or observability systems retain data before and after it?

04 Can the standard call be invoked in the deployed configuration by the payment application, another local
process, an administrator, a maintenance utility, the terminal-management system, remote support,
update logic, or malicious code?

05 What enforces use of the special call: source-code convention, application allow list, operating-system
permissions, authenticated command channel, signed firmware, device security mode, cryptographic
policy, or a separate hardware boundary?
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06 Who can change, disable, downgrade, bypass, or roll back that enforcement, and what logs, approvals,
alerts, and independent tests would reveal the change?

07 Do negative tests intentionally attempt the ordinary call and alternate modes against representative
production-equivalent devices, versions, roles, and applications?

08 Does the exact hardware and firmware version appear on the applicable PTS listing, and do the approval
modules, security policy, installed software, SRED state, expiry, and deployment conditions match
reality?

09 If P2PE or Secure Software validation is relied upon, does the complete implemented solution-including
device, application, key management, configuration, TMS, and operating procedures-remain inside the
validated boundary?

10 What inventory, attestation, telemetry, release gate, periodic test, and change trigger continuously prove
that every deployed reader remains in the intended mode?

THE CLUSTER OF WACK

FIND / MAP / EXPLAIN / REDUCE / PROVE

ESCAPE THE WACK
01 / FIND
Inventory every reader model, hardware version, firmware version, installed application, SDK, driver,
command family, operating mode, configuration flag, key profile, terminal-management path, maintenance
tool, caller identity, output field, buffer, log, and approval or solution listing. Record the safe and ordinary
calls as separate capabilities rather than one generic reader integration.

02 / MAP
Build a command-to-data capability graph. Trace caller to authorization, command, device mode, firmware
decision, returned fields, encryption or transformation, host process, downstream destination, authorization
event, retention location, responsible party, external assurance, and assessment claim. Add fallback,
diagnostic, update, downgrade, recovery, and failure paths explicitly.

03 / EXPLAIN
Write bounded claims: which caller can invoke which command on which device and version; what data can
emerge; under which enforced configuration; during which transaction phase; into which controlled
environment; and which evidence proves both successful safe behavior and rejected unsafe behavior. Keep
PCI DSS compliance, device approval, software validation, and P2PE solution validation as separate
conclusions.
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04 / REDUCE
Remove the ordinary capability where feasible. Otherwise disable or isolate it through a stronger control
boundary, remove unnecessary SDKs and maintenance tools, narrow caller privileges, authenticate
commands, lock and attest firmware and configuration, eliminate fallback and debug paths, prevent
sensitive logging and dumps, and simplify the number of supported device and firmware variants.

05 / PROVE
Test the negative claim. Attempt the ordinary and alternate calls using representative authorized,
unauthorized, administrative, maintenance, remote, downgraded, fallback, and compromised-equivalent
paths. Verify output fields, buffers, memory, logs, dumps, downstream traffic, clearing behavior, alerts,
inventory, exact approval alignment, and change detection across the assessment period. Reconcile results
to diagrams, scope, software and device inventories, testing populations, provider responsibilities, and the
claims ledger.

THE FIELD LAW

THE LINE WORTH REMEMBERING

A SAFE CALL DOES NOT NEUTRALIZE AN UNSAFE CALLABLE INTERFACE. UNUSED
IS NOT UNAVAILABLE.
Download the Reader Capability Boundary Map. Put the special call and ordinary call on separate rows,
enumerate every caller and mode, then prove what each path returns and who can reverse the restriction. If
the team cannot demonstrate rejected unsafe behavior, it has documented an intention-not yet an enforced
boundary.

TECHNICAL GROUNDING

START WITH THE SOURCE MATERIAL
These references ground the practitioner interpretation. They do not turn the metaphor or method into official PCI DSS terminology.

- WACK-SOURCE-0001 / PCI DSS v4.0.1 / PCI Security Standards Council / Open source

- WACK-SOURCE-0055 / FAQ 1300: How does PCI DSS apply to payment terminals? / PCI Security Standards Council / Open source

- WACK-SOURCE-0056 / FAQ 1301: How should payment terminals be considered during a PCI DSS assessment? / PCI Security Standards
Council / Open source

- WACK-SOURCE-0057 / FAQ 1533: Why is storage of SAD after authorization prohibited even without PAN? / PCI Security Standards Council /
Open source

- WACK-SOURCE-0058 / FAQ 1338: What is the difference between POI firmware and additional software? / PCI Security Standards Council /
Open source

- WACK-SOURCE-0060 / PCI PTS POI Modular Security Requirements v6.1 / PCI Security Standards Council / Open source

https://www.pcisecuritystandards.org/document_library/?class=pcidss&doc=pci_dss
https://www.pcisecuritystandards.org/faqs/1300/
https://www.pcisecuritystandards.org/faqs/1301/
https://www.pcisecuritystandards.org/faqs/1533/
https://www.pcisecuritystandards.org/faqs/1338/
https://www.pcisecuritystandards.org/documents/PCI_PTS_POI_SRs_v6-1_Final.pdf
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